Information

Y
)
o
N
Q)
o)

and IT Risk &’

Managemegi‘
in a Nuts\f/@ll

N
A pragmaticg%’roach to

Informationecurity
R

%)
Andr agvon Grebmer




QKO
(¢4)

Introduction

L 4

S

Possible threats (risks) during this lifecycle are
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threatening your business both now and in the future. This survey should be redone @
18 to 24 months to monitor changes.

Diagram 12: Management Survey
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1.3. \ert Survey

An% source for defining potential risks to your organization is expert surveys. Ask your
@rmation Security officers, coordinators etc. what they see as the major risks. In
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1.6 Risk Appetite and Risk Culture 05

Risk culture describes the amount of risk that an entity is willing to take. Def] the

Risk appetite is the amount of risk that an individual is willing to take (or willing tg face’.
organization’s risk appetite/culture is an executive responsibility. 6§é

It is important that you know your own risk appetite, because it gp your risk
management activities if you are in a position in the company that is r ible for risk
management. %

What sets your risk appetite? What influences your risk app% his diagram shall
illustrate what factors influence this (maybe there are more factors).

Diagram 15: Risk Appetite ()
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« Company culture ———

« Personal long term goals )

« Adaptation, learning from others — n—

h Current personal situation m—
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Section 1 : Risk Management Essentials

Diagram 20: Consolidating compliance requirements
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1.8 System Risk A ment

Imagine the followi ay-to-day situation: the implementation of a single IT system, a

business proces +ust a new procedure. This often occurs in a dedicated project. You
focus on the s and its direct and (if necessary) indirect interfaces. Indirect interfaces
L 4

are interfa t feed direct interfaces to your system. Indirect interfaces are generally
not well c@olled and present risks of corrupt or inaccurate data. The implementation
bears ¢ ds of risks. First technological risks e.g. a standard application server usually

impligs igh number of security risks that could have an impact on your infrastructure.
Se%y there are business risks if the new system is not performing correctly or reliably.
se kinds of risks are compiled in a System Risk Assessment.
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Diagram 27: Risk Assessment Influences Mind Map with dependency examples
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Section 1 : Risk Management Essentials :\
6
players in your organization. This could for example be accomplished by bpsd¥g an

information assurance committee that oversees all activities for information prc@ n.

Diagram 33: Information assurance committee
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The information assurance cor@&e should meet at least twice a year and take
necessary decisions to set a cI@ ategy and bundle or assign resources for information

assurance. %

Possible agenda for an Wnation assurance committee:
¢ Incidents andg®Went response, audit observations
¢ Remaining in{foryation risks
e Strategic ipéprmation security projects/security architecture
e Necess ctions
e Info < security budget

. TEir@arty risks

o N olicies and regulations

N
Wi se contributions you have the capability to build your “House of risk management”,
WQ our enterprise information risk management framework:

&
R
(¢4)



Diagram 34: House of information risk management

"The house of information risk managem@@

Risk © 2006 Anc@un Grebmer
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I Risk Management Policy % Framework

Management Cc.r.mitment

Step @ For your risk management f@ork you need, first of all, a policy founded and
supported by the top management& s ensures the appropriate level of importance and
buy-in from the business. The res@sibility lies with the management.
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Step ® The next step is an inventory and adequate classification of all inform
This is the basis of every risk assessment. Without the notion of the value of
not possible to determine the business impact on an asset.
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Step © The Business Impact Analysis provides yo the critical assets for which you

perform a risk assessment. . b
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Step ® The risk assessm@analyses the measures implemented ensuring availability,

integrity and confidentia}?yuﬁc an asset. The outcome of risk assessments are action plans
containing security res to be implemented to protect information assets.
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Diagram 45: Topics of Information and IT Security
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Information Security covers but i

on Security

walls
\dﬁalware Scanner
Mirroring

DMZ

Access rights
VPN

Patching
Encryption

UPS

CERT

L

limited to these following topics:

Topic

R

Content

Awareness

The Ie@of maturity that your employees have in respect to

Infor
In

on Security. Besides training, management attention to
tion Security is the main driver towards a sustainable
reness level amongst your employees.

Physical Security (

&

>

Information Security zone concept for facilities, buildings and

remises is defined and established. An Information Security

zone concept to categories of rooms and their contents helps to
get an overview and the right level of security.

Q}V

Training

Information Security training modules for various target groups
such as Building Manager, HR Specialists, IT Help Desk Staff etc.
are available. Information Security specialists get training from
external institutes.

Business Continuity Planning (BCP) and Disaster Recovery
(DRP) are in place and tested. Management is aware and
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¢ Information creation

¢ Information processing (incl.
transmission)

Information storage

Information disposal

Information

Lifecycle

© Andreas von Grebmer
The classification (CIA) drives the measures taken
to protect the information during its lifecycle. The
disposal phase is as important as the others,
because the information might still be of great
interest for others (confidentiality).
See Information Owner

See CIA

See Information Custodian @

Information Owner
- Information Management

S

The person or organization ownj the
information. A delimitation exists in res of the
process owner: a process owner owl iness

process which uses informatign} ut this
information must not necessarily b ned by the
process owner, so the process @er must work

with the relevant informationown®”or information
custodian. The Informationlw is responsible
for the classification the information.
Classification can notﬁdelegated to the
information custodian o@rmation user.

See Information Custodiq .

fcation
Q
Information N\

2 Informati nagement

All busine ted risks associated with valuable

informa'tb\ ssets).

Infor; n Security

Rion, ISO/IEC17799:2000

-2 Defiaflion, ISO/IEC 27001:2005

@ervation of confidentiality, integrity and
llability of information; in addition, other

Qroperties such as authenticity, accountability,

involved.
ISO Definition: “Information is an asset wEi )

non-repudiation and reliability can alstg
h

other important business assets, has v to an
organization and consequently '.‘ﬁ o be
suitably protected. Information se protects
information from a wide range of in order
to ensure business continuity, Ize business

damage and maximize return vestments and
business opportunities. Infow can exist in

many forms. It can be prin written on paper,
stored electronically, tran%ed by post or using
electronic means, shox@ films, or spoken in
conversation. Whatevewforms the information
takes, or means by Wgh it is shared or stored, it
should always be “appropriately protected.
Information secﬁ@ characterized here as the
preservation o

a) Confidential® ensuring that information is
accessible@f to those authorized to have
access;

b) Ink safeguarding the accuracy and
comﬁ\ ss of information and processing

C ability: ensuring that authorized users have

s to information and associated assets when
uired.

ormation security is achieved by implementing

% suitable set of controls, which could be policies,

ractices, procedures, organizational structures
and software functions. These controls need to be
established to ensure that the specific security
objectives of the organization are met.”

Information Security Awareness
- Information management
In your enterprise you have to build up information
security awareness to a degree that is necessary
to run your business. The more you have unique
products and processes the more effort you have
to spend to obtain a consistent high level of
awareness of ALL your employees. A typical
approach is to establish an initial awareness
training that all employees have to pass with
follow up training raising special topics. The
training records should be tracked and the
management must support the campaign. The
program must transmit the main corner stones of
your information security program to your
employees, e.g.

o Classification of information

¢ How to treat which classification level

e How to report an incident

e Basic regulations like disposal of

information, e-mail and internet rules

e The responsibilities they have in their role

e When and how to encrypt information
A key target of the ISEC awareness program must
be the development of a common language in
your company e.g. the definition what is “strictly
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confidential” and how to handle information assets
that carry this kind of information.

Information Security Event
- Definition, ISO/IEC TR 18044:2004

-

5

soft
%,

completeness of information (-assets,
and procedures).

International Standard Organization
- Organizations

An identified occurrence of a system, service or ISO is a network of the nation andards
network state indicating a possible breach of institutes of 157 countries, on th sis of one
information security policy or failure of safeguards, cretariat in

or a previously unknown situation that may be
security relevant.

Information Security Forum

- Organizations

The Information Security Forum is the world's
leading independent authority on information
security. http://www.securityforum.org .

Information Security Incident

- Definition, ISO/IEC TR 18044:2004

A single or a series of unwanted or unexpected
information security events that have a significant
probability of compromising business operations
and threatening information security.

Information Security Management System
(ISMS)

- Organizations

The Information Security Management System is
the framework set up to steer and monitor the
information security within an organization, e.g.
reporting lines, KPIs, score card etc. It is part g

system risk approach, to establish, imple
operate, monitor, review, maintain and i

L 4

member per country, with a Ceng

Geneva, Switzerland, that coonq s the system.

WWW.iS0.0rg .

ISACA, see Informatior@stems Audit and
Control Association @

ISEC, see InformaWcurity

ISF, see Inforng{iod»Security Forum

ISO, see Inforgon Standard Organization

.
ISO/IEC @

=2 InfQr Security Standards

“Info QM technology — Code of practice

for i&ation security management”, First edition

-01. Provides implementation guidance

t an be used when designing controls for
7001. IEC stands for International Electro

ochnical Commission.

Qsozssoo

- Security Standards

Open-Document-Format (ODF), vendor
independent document for long term storage of
documents. Does not contain meta-data

information security. It includes organj descriptions.
structure, policies, planning, respope ,
practices, procedures, processes and ré ces. 1SO27001

Information Security Standards
- Information Management

- Information Security Standards
First edition 2005-10-15. ISO standard for
.Information technology — Security techniques —

e BS7799 @ Information security management system -
e [SO17799 V Requirements®. Describes control objectives and
e 1S027001 controls for an ISMS on a high level. Also lists
correspondence  between  ISO27001, ISO
Information System dit and Control 9001:2000, 1S0O14001:2004. IEC stands for
Association (ISACA) International Electro technical Commission.
- Organizations .

Founded in 1967&@ww.isaca.org .
L 4
Infrastructur& N\

- Definition
Infrastruc @he context of this book means all
tangiblg t (except humans) that are needed
to crea smit, store or dispose of information.
Exam%lnput terminal, LAN, router, printer, fax
etc.

rity
@efinition, ISO/IEC 13335-1:2004
Oe property of safeguarding the accuracy and

O

R

1ISO27002

- Information Security Standards

ISMS Implementation Guidance, outlining controls
and mechanisms. Successor of ISO17799

1ISO27003

- Information Security Standards
ISMS Implementation Guidance
Expected 2008/2009.

and help.

1ISO27004
- Information Security Standards
ISMS Metrics and Measures. Emerging standard.
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